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	[bookmark: _Toc40278327] Introduction

	1.1
	Closed Circuit Television (CCTV) plays an important role in supporting the safety, security, and effective operation of all Coventry & Rugby GP Alliance (CRGPA) sites. The use of CCTV helps protect staff, patients, visitors, and property, while also assisting in the prevention and detection of crime and supporting investigations into security-related incidents. As an organisation, we are committed to ensuring that any use of CCTV is lawful, proportionate, transparent, and compliant with data protection legislation, including the UK GDPR and the Data Protection Act 2018. This policy sets out how CCTV is managed across CRGPA premises, the responsibilities of staff and external providers, and the processes in place to ensure that CCTV is used appropriately and responsibly.
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	2.1
	This policy explains how CRGPA uses CCTV systems.

We use CCTV to:
· Protect staff, visitors, and property
· Deter and detect crime
· Support investigations into security incidents

We are committed to using CCTV responsibly, lawfully, and transparently.
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	3.1
	This policy applies to those members of staff that are directly employed by Coventry & Rugby GP Alliance and for whom Coventry & Rugby GP Alliance has legal responsibility. For those staff covered by a letter of authority / honorary contract or work experience this policy is also applicable whilst undertaking duties on behalf of Coventry & Rugby GP Alliance or working on Coventry & Rugby GP Alliance premises and forms part of their arrangements with Coventry & Rugby GP Alliance. 
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	4.1
	CCTV (Closed Circuit Television) A system that uses video cameras to transmit a signal to a specific set of monitors or recording devices. CCTV is used for security, safety, and monitoring purposes within CRGPA premises.


	4.2
	Data Controller The organisation that determines the purpose and means of processing personal data. In this policy, the third parties (e.g. Centrick, NHS Properties, and CHP) are the Data Controllers for all CCTV footage.


	4.3
	Provider / External Service Provider An external organisation contracted to store, manage, and retain CCTV footage on behalf of CRGPA. Providers also maintain the CCTV infrastructure and release footage only upon authorised request. 


	4.4
	Personal Data Any information relating to an identifiable individual. CCTV footage is considered personal data when individuals can be identified from the images.


	4.5
	Legitimate Interests A lawful basis under UK GDPR that allows organisations to process personal data when it is necessary for a legitimate purpose, such as protecting people, property, and organisational assets. 


	4.6
	Subject Access Request (SAR) A request made by an individual to access personal data held about them. This includes CCTV footage in which they can be identified. 


	4.7
	Redaction The process of obscuring or removing parts of CCTV footage to protect the identities of third parties who appear in the footage.


	4.8
	DPIA (Data Protection Impact Assessment) A formal assessment used to identify and minimise data protection risks associated with CCTV use. 


	4.9
	Retention Period The length of time CCTV footage is stored before being automatically deleted by the Provider, unless required for an ongoing investigation. 


	4.10
	Authorised Individual A person within CRGPA who has legitimate, approved grounds to request access to CCTV footage, such as senior managers, HR, Health & Safety leads, or law enforcement.
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	[bookmark: _Toc40278332]5.1      CRGPA Board 

	
	CRGPA Board has overall accountability for the quality and standards of care delivered by CRGPA including compliance with this policy. 
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	The Chief Executive holds strategic responsibility for ensuring that CCTV is used lawfully, ethically, and in line with organisational and regulatory requirements. Their responsibilities include:

· Ensuring organisational compliance with all relevant legislation, including the UK GDPR and the Data Protection Act 2018, in relation to CCTV use and the processing of personal data.
· Providing strategic oversight of how CCTV is deployed across CRGPA premises to support safety, security, and the protection of staff, patients, visitors, and property.
· Ensuring appropriate governance structures are in place so that CCTV use is monitored, reviewed, and managed effectively.
· Approving the lawful basis for CCTV processing, including the use of Legitimate Interests and Legal Obligation, as referenced in the policy.
· Ensuring contracts with external Providers meet required data protection standards and include appropriate technical and organisational safeguards.
· Delegating operational responsibilities to Managers, Heads of Service, and Governance teams while retaining overall accountability for compliance.
· Promoting transparency and accountability, ensuring that staff and the public are informed about CCTV use through appropriate signage and communication.


	5.3
	Governance

The Governance Team is responsible for overseeing the effective, lawful, and transparent management of CCTV across CRGPA. Their responsibilities include:

· Acting as the organisational lead for CCTV compliance, ensuring that all use of CCTV aligns with UK GDPR, the Data Protection Act 2018, and internal CRGPA policies.
· Maintaining oversight of contracts and agreements with external CCTV Providers, ensuring that:
· Data protection clauses are in place
· Providers meet required technical and organisational standards
· Footage is stored, retained, and deleted in accordance with the policy
· Coordinating and managing access requests, including:
· Requests from managers, HR, Health & Safety, and lawful authorities
· Ensuring all requests are justified, logged, and processed appropriately
· Liaising with Providers to obtain footage securely
· Managing Subject Access Requests (SARs) involving CCTV footage, including:
· Assessing whether footage can be disclosed
· Ensuring redaction of third‑party identities where required
· Applying exemptions where disclosure would compromise investigations or is not technically feasible
· Maintaining and reviewing the Data Protection Impact Assessment (DPIA) for CCTV systems, ensuring it is updated when:
· New sites are added
· CCTV coverage changes
· New risks or vulnerabilities are identified
· Ensuring appropriate signage and transparency measures are in place across all CRGPA premises, in line with legal requirements.
· Providing guidance and support to managers and staff on the correct use of CCTV, including data protection, confidentiality, and incident handling.
· Supporting investigations where CCTV footage is required for security, disciplinary, or safety purposes, ensuring all actions are documented and proportionate.
· Ensuring secure handling of footage when it is received from Providers, including:
· Controlled access
· Secure storage
· Timely deletion once no longer required
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	Managers and Heads of Service are responsible for ensuring that CCTV is used appropriately and in accordance with this policy within their areas of responsibility. Their duties include:

· Ensuring staff awareness and compliance with the CCTV Monitoring Policy, including how CCTV is used, what it is used for, and the standards expected.
· Acting as the first point of contact for any CCTV‑related queries, concerns, or incidents raised by staff, patients, or visitors.
· Ensuring appropriate signage is displayed in all areas where CCTV is in operation, in line with transparency requirements under UK GDPR.
· Supporting Subject Access Requests (SARs) by liaising with the Governance Team to ensure requests are handled lawfully and within required timeframes.
· Reporting faults or concerns with CCTV equipment promptly to the Provider and ensuring issues are followed up until resolved.
· Ensuring that staff understand their responsibilities regarding data protection, confidentiality, and the appropriate use of CCTV footage.
· Escalating incidents involving security, safety, or potential breaches of data protection to the Governance Team or senior leadership as required.
· Supporting the completion and review of DPIAs, particularly when changes to services, layouts, or processes may affect CCTV coverage or risk.
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	All staff have an important role in ensuring that CCTV is used appropriately, lawfully, and in line with this policy. Their responsibilities include:

· Understanding and complying with this policy, including the purpose of CCTV and how footage may be used to protect staff, patients, visitors, and property.
· Respecting confidentiality and data protection requirements, recognising that CCTV footage is personal data and must not be accessed, shared, or discussed without proper authorisation.
· Reporting any concerns, incidents, or faults relating to CCTV equipment to their line manager promptly, supporting the requirement that “CRGPA will report faults promptly.”
· Cooperating with investigations where CCTV footage may be required, including providing factual information and supporting managers or Governance as needed.
· Ensuring transparency and professionalism when responding to queries from patients, visitors, or colleagues about CCTV use, directing them to a manager or the Governance Team where appropriate.
· Protecting organisational assets and maintaining a safe environment, recognising that CCTV is one of several measures used to support safety and security.
· Reporting any suspected misuse of CCTV or breaches of confidentiality immediately to their manager or the Governance Team.
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	6.1

	Ownership & Responsibilities

Although CCTV cameras are installed on our premises, all footage is stored, managed, and controlled by external service providers. Who are responsible for how this footage is used under the UK GDPR and Data Protection Act 2018.

ATP Broad Lane – Does not currently have CCTV installed

ATP City of Coventry Health Centre – CCTV is installed inside and outside of the building and is managed by CHP

ATP Foleshill - CCTV is installed inside and outside of the building and is managed by CHP

ATP Stoke Aldermoor - CCTV is installed inside and outside of the building and is managed by NHS Properties

Hodge Hill - CCTV is installed inside and outside of the building and is managed by CHP

Electric Wharf - CCTV is installed outside of the building and is managed by Centrick


The Provider is responsible for:
· Secure storage and retention of footage
· Maintaining the CCTV recording infrastructure
· Providing footage to us upon authorised request
· Ensuring technical and organisational measures protect the data
· Ensuring completion and review of annual data protection and security documentation e.g. DSAs and DPIAs

A written contract is in place with the Provider to ensure compliance with UK GDPR and the Data Protection Act 2018.



	6.2
	Lawful Basis for Processing

Our lawful basis for using CCTV is:

· Legitimate Interests: protecting people, property, and organisational assets.
· Legal Obligation: supporting investigations where required by law enforcement.



	6.3
	Signage and Transparency

Clear signage is displayed at all entrances and areas monitored by CCTV. Signs include:

· The fact that CCTV is in operation
· The purpose of monitoring
· Contact details for the Data Controllers


	6.4
	Storage, Retention, and Security

· All footage is stored securely by the Provider.
· Footage is retained and not for longer than is necessary
· After the retention period, footage is automatically deleted by the Provider.
· Our organisation does not download, store, or copy footage unless necessary for a specific incident.


	6.5
	Access to Footage

CRGPA does not have direct access to the CCTV system. Access to footage is strictly controlled.

The providers will only release footage as required.


	6.6
	Subject Access Requests (SARs)

Individuals have the right to request CCTV footage that identifies them.

Because footage is held by the Provider:
· Requests must be submitted to our organisation	Comment by CHAPLIN, Hollie (COVENTRY & RUGBY GP ALLIANCE LIMITED): Is this something we can do?
· We will liaise with the provider to retrieve relevant footage
· Footage may be redacted to protect third‑party identities

We may refuse a request if:
· Footage cannot be isolated
· It would compromise an investigation
· It includes other individuals who cannot be redacted


	6.7
	Sharing Footage with Third Parties

Footage may be shared with the below but only after submission in writing has been received to crgpa.safety@nhs.net:
· Law enforcement
· Insurers
· Legal representatives
· Regulatory bodies

Footage will never be shared for marketing, entertainment, or non‑essential purposes.


	6.8
	System Maintenance

The Provider is responsible for:
· Ensuring cameras and recording equipment function correctly
· Performing repairs and maintenance
· Ensuring secure transmission and storage of footage

CRGPA will report faults promptly to the appropriate provider.


	6.9
	Regular Review
CRGPA have considered the need for using CCTV and have decided it is necessary for the prevention and detection of crime and for protecting the safety of individuals or the security of premises. We will not use the system for any incompatible purposes, and we conduct regular reviews using the ICO approved CCTV checklist (Appendix 4) of our use of CCTV to ensure that it is still necessary and proportionate.
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	7.1
	CRGPA Staff will have the opportunity to comment on any drafts and/or amendments to this policy via Practice Index before presentation at Policy Review Group.
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	8.1
	This Policy will be available to all persons working for CRGPA.  An electronic copy will be available on CRGPA’s Practice Index.  

	8.2
	This policy will be implemented through application of the policy in practice.
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	9.1
	All employees will be offered relevant training commensurate with their duties and responsibilities. Employees requiring support should speak to their line manager in the first instance. Support may also be obtained through Human Resources.
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	10.1
	This policy will be reviewed every three years by the Policy lead and in accordance with the following on an as and when required basis:

· Legislatives changes
· Good practice guidelines
· Case Law
· Significant incidents reported
· New vulnerabilities identified
· Changes to organisational infrastructure
· Changes in practice



	[bookmark: _Toc40278341]Monitoring and Compliance

	11.1
	Monitoring and review of legislative changes and national/local developments which may impact on the content of this policy will be the responsibility of the Policy author and/or Policy Owner.

Where any changes are required the Policy Author and/or Owner will be required to amend the policy and arrange for its presentation at the next available Policy Review Group for review and ratification. 

Compliance with this policy will be reviewed annually, on the anniversary of the policy ratification date.
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	Version
	Date
	Author
(name and Designation)
	Comments

	V1.0




	31/03/2026


April 2026

	Hollie Chaplin, Governance Assistant

Sarah Forsyth, Chief Nurse and Operations Officer
	Created
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	13.1
	As part of its development, this procedural document and its impact on staff, patients and the public has been reviewed in line with Coventry & Rugby GP Alliance’s Equality Duties.  The purpose of the assessment is to identify and if possible remove any disproportionate adverse impact on employees, patients and the public on the grounds of the protected characteristics under the Equality Act.
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	Yes/No
	Comments

	1.
	Does the document affect one group more or less favourably than another based on:-

	
	Race
	No
	

	
	Religion/Religious Belief
	No
	

	
	Gender 
	No
	

	
	Gender Reassignment
	No
	

	
	Sexual Orientation
	No
	

	
	Age
	No
	

	
	Any Form of Disability, impairment or mental health problems
	No
	

	
	Marriage and civil partnership
	No 
	

	
	Pregnancy/Maternity
	No
	

	2.
	Is there any evidence that any groups are affected differently?
	No
	

	3.
	If any potential discrimination has been identified, are there any valid, legal or justifiable reasons?
	NA
	

	4.
	Could the document have a negative impact?
	No
	This policy does not affect rights under GDPR.

	
	If so, can the impact be avoided/reduced?
	NA
	

	
	If not, what alternative is there to achieving the document without the negative impact?
	NA
	

	5.
	Name and Designation of 3 staff members who have contributed to or considered this assessment 
	
	Hollie Chaplin
Sarah Forsyth
Anita Wilson

	6.
	Date of Assessment
	
	27/05/2026




	13.2
	 Any potential discriminatory impact which has been identified must be referred back to the author of the document for consideration of additional actions to reduce or remove the potential discriminatory impact.



	[bookmark: _Toc40278344]References	Comment by FORSYTH, Sarah (COVENTRY & RUGBY GP ALLIANCE LIMITED): Need to add in acts in introduction please

	4.1
	Information commissioner’s office, CCTV Video and Video Surveillance Guidance - ico.org.uk

	4.2

	GDPR

	4.3
	Data Protection Act 2018

	4.4
	SAR Policy

	4.5
	IG Policies

	4.6
	FOI Policy

	4.7
	Incident & Accident Reporting Policy




































Appendix 1 – Electric Wharf CCTV Poster
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Appendix 2 – NHS Properties CCTV Poster
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Appendix 3 – CHP CCTV Poster 
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Appendix 4 – ICO Checklist

	Checked (Date)
	By
	Date of next review

	If our system is processing footage of identifiable individuals and is processing personal data, we have registered as a controller and submitted a relevant data protection fee to the Information Commissioner’s Office (ICO). We have also recorded the next renewal date.
	 
	 

	There is a named individual who is responsible for the operation of the system.
	 
	 

	Prior to processing we have clearly defined the problem we are trying to address. We regularly review our decision to use a surveillance system.
	 
	 

	We have identified and documented an appropriate lawful basis for using the system, taking into consideration Article(s) 6, 9 and 10 of the UK GDPR and relevant Schedules of the DPA 2018.
	 
	 

	Our system produces clear images which we can easily disclose to authorised third parties. For example when law enforcement bodies (usually the police) require access to investigate a crime.
	 
	 

	We have positioned cameras in a way to avoid any unintentional capture of private land or individuals not visiting the premises.
	 
	 

	There are visible signs showing that CCTV is in operation. Contact details are displayed on the sign(s) if it is not obvious who is responsible for the system.
	 
	 

	We securely store images from this system for a defined period and only a limited number of authorised individuals may have access to them.
	 
	 

	Our organisation knows how to respond to individuals making requests for copies of their own images, or for images to be erased or restricted. If unsure the controller knows to seek advice and guidance from the Information Commissioner’s Office (ICO) as soon as a request is made.
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