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Coventry and Rugby GP Alliance Employee Privacy Notice 
 
The following privacy notice applies to all staff who work for Coventry and Rugby GP Alliance (CRGPA), including employed staff, voluntary staff, work experience and contractors. 
Please read the following information carefully to understand how we process your personal data.
Coventry and Rugby GP Alliance fully appreciate the importance of protecting and managing your data and maintaining your privacy. To ensure that we comply with these requirements all our data management and clinical processes fully recognise the data protection law in force in the UK (e.g., the Data Protection Act 2018 which includes relevant Articles from the UK General Data Protection Regulation (GDPR).

For the purpose of Data Protection laws, the Data Controller is Coventry and Rugby GP Alliance, whose address is Unit 1, The Boiler House, Electric Wharf, Sandy Lane, Coventry, CV1 4JU.
When we refer to ‘we’, ‘us’ and ‘our’, we mean Coventry and Rugby GP Alliance
We are registered with the Information Commissioner’s Office and our registration number is ZA129377.
The following privacy notice sets out the basis by which we collect, use and disclose data relating to individuals we employ to work as, or are otherwise engaged to work as, part of the CRGPA workforce. We do this for employment purposes, to assist in the running of the GPA and / or to enable individuals to be paid. The notice also sets out your rights in respect of such Personal Data as CRGPA process data under Article 6 (1)(e) processing duties of a Public Authority and 9 (2)(h) processing of sensitive information and consent, all covered below. 
 
How do we collect your personal information? 
We may collect your Personal Data in a number of ways, for example: 
· At the point of recruitment ; 
· When you contact us via the HR Department; either via telephone or email; 
· When you apply for an internal vacancy; 
· During the course of managing your employment with us, i.e. appraisals, disciplinary, implementation of HR policies and procedures; 
· Contact details you have provided for the purposes of managing our Business Continuity Plan; and 
· Information we receive from third parties such as HMRC, Disclosure and Barring Service (DBS) checks, external organisations seeking a reference and recruitment agencies. 

What type of Information do we collect? 
Your records may exist in several formats including electronic, paper or a mixture of both, and we deploy many working organisational approaches to ensure that such information is maintained within a confidential and secure environment. The records which we could hold about you may include the following information: –
· Identity Data includes first name, maiden name, last name, username or similar identifier, marital status, title, date of birth and gender.
· Contact Data includes email, postal address and telephone numbers.
· Health Data includes information relating to staff, and internal investigations due to complaints or internal whistleblowing. Information received relating to patient safety incidents.
· Confidential Patient Information – this term describes information or data relating to health and other matters disclosed to another (e.g., patient to clinician) in circumstances where it is reasonable to expect that the information will be held in confidence. Including both information ‘given in confidence’ and ‘that which is owed a duty of confidence’.
· Recruitment Data includes items of personal information such as your name, date of birth, address, qualifications, references and potentially special categories of data such as occupation health data (if provided) and disclosure and barring service self-declaration form details.
· Special Categories of Personal Data (non-health) includes information about disability, race or ethnicity, religious or philosophical beliefs, sexual orientation or information about political opinions.  
· Other personal data which does not fall within any of these categories (such as employment status and contract type, criminal convictions and offences) is held to fulfil our functions in the recruitment, appointment, development, and appraisal of staff. This includes information and correspondence related to recruitment and appraisal, performance and development information for those who have either applied for roles that we advertise, have expressed an interest in applying for these roles or who have been appointed as chairs or non-executives of NHS trusts or as charitable trustees.  
Some of this information will be used for statistical purposes and we will ensure that individuals cannot be identified. For situations where we may contribute to research projects, we will always gain your explicit consent before releasing any relevant information.
Your personal information will not be disclosed to a third party without your consent, unless the law allows or requires us to do so. 
How do we use the information we collect? 
We may use your personal data in the following ways: 
· To ensure that the information we hold about you is kept up-to-date; 
· To deal with any employee / employer related disputes that may arise; 
· Payroll purposes; 
· For assessment and analysis purposes to help improve the operation and performance of CRGPA; 
· To inform the development of recruiting and retention policies so that they are relevant to the our workforce; 
· To enable the monitoring of protected characteristics in accordance with the Equality Act 
2010 and ensure that we continue to meet equality standards; 
· To prevent, detect and prosecute against fraud; See National Fraud Initiative privacy notice - GOV.UK (www.gov.uk) 
· To respond to requests made by a “relevant authority” under Section 29 of the Data Protection Act 2018, such as the police, government departments and local authorities with the regulatory powers to request access to personal data without the consent of the data subject for the purposes of the prevention or detection of crime. 
· In accordance with the consent provided by you as part of your terms and conditions of employment; and 
· To comply with our legal obligations as an employer; i.e. HMRC and pensions. 
 
Maintaining the confidentiality of your records
We will take all possible care to protect your privacy and will only use information collected with the law including: –
· Data Protection Act 2018 including General Data Protection Regulation (GDPR)
· Human Rights Act 1998
· Common Law Duty of Confidentiality
· Health and Social Care Act 2012 (if appropriate)
· Codes of Confidentiality, Information Security and Records Management

Our staff are all trained and briefed in data protection principles and understand they have a legal obligation to keep information about you confidential. They also understand that information about you will only be shared with other parties if there is an agreed need to do so or a legal reason. 
We will only share your data without your permission if there are very exceptional circumstances (i.e., life or death situations, urgent Safeguarding incident where consent cannot be gained), where the law requires information to be passed on and / or in accordance with the Caldicott Principle 7 e.g., to share or not to share. This means that health and social care professionals should have the confidence to share information in the best interests of their patients within the framework set out by the Caldicott Principles. Whilst the Caldicott Principles were originally developed for NHS purposes, we have adopted the underlying principles to align with best practice.
All personal information that we manage is stored within the UK within a secure environment and we always use suitably protected methods and systems to transfer your personal information.
Legal basis for processing
Our legal basis for processing your data relies on certain conditions set out GDPR Articles 6 and 9 as part of the UK GDPR and the UK Data Protection Act. 2018. e.g.,-
· UK GDPR Article 6(1)(e) processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller;
and
· UK GDPR Article 9(2)(h) processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services on the basis of Union or Member State law or pursuant to contract with a health professional and subject to the conditions and safeguards referred to in paragraph 3; (of Article 9)

Who will we share your information with? 
We may share your personal data with:  
· Occupational Health provider, University Hospitals Coventry and Warwickshire NHS Trust (UHCW) who are commissioned to provide Occupational Health services on behalf of the CRGPA. 
· NHS Trusts
· Local Universities
· NHS Coventry and Warwickshire Integrated Care Board
· General Practices
It is noted that the above list is not exhaustive, and we may contract with other external organisations to undertake processing of your personal information. These 3rd party organisations will abide with our stringent contractual conditions regarding the protection of personal data.
In some cases, you will be requested to provide positive consent if we intend to share your personal details with other organisations.

Transferring Personal Data Outside of the EEA/EU 
We do not routinely transfer information outside of the European Economic Area, unless it is required for the delivery of the above HR, payroll and occupational health services. 
Where information is transferred outside of the EEA/EU, we will ensure that such transfers are compliant with the Data Protection Act and GDPR and that appropriate measures are put in place to ensure security of your information is maintained. 
 
Storage and Retention of Your Information 
Your information will be stored by us and its third party suppliers in accordance with the National Data Security Standards, which will ensure that appropriate technical and organisational measures are in place to prevent unauthorised or unlawful processing of Personal Data and against accidental loss or destruction of, or damage to Personal Data. 
Your records will also be retained in accordance with the Records Management Code of Practice for Health and Social Care. 
 
Right of Access to Your Information – Subject Access Request 
You can request a copy of the information held by us about you at any time by contacting the Corporate Governance Team  crgpa.corporate@nhs.net . The provision of this information will be free of charge and provided in a format of your request, i.e. hardcopy or electronic via secure email. 
We will endeavour to respond to your request within one calendar month. 
In addition to the right of access, under the Data Protection Act 2018, you will also have the following rights (except where this is mandated by law): –
· Erasure, which is the right to request that your personal data is removed from our systems be they paper or electronic – please note that under certain circumstances we are legal obliged to maintain a copy of your data for contractual and or statutory reasons.
· Restriction of processing, this is the right for you to request that we only process certain parts of your data.
· Objection – you have the right to object to the way that we are processing your data.
· Data portability – this concerns the right to request that we provide a copy of your data in an easily transportable format.
· Automatic processing – you have the right to object to the way we automatically process data – in the case of our organisation we do not, at present, carry out automatic processing of your data.
· If you have provided us with your consent to process your data for the purpose of providing our services, you have the right to withdraw this at any time.  In order to do this should contact us by emailing or writing to the organisation.

Management of a Breach Involving Your Information 
We are committed to managing all data breaches in a timely and efficient manner, and will endeavour to respond to any data breach within 72 hours. Data breaches will be managed in accordance with the our  Incident Policy. 


Complaints Process 
Should you wish to raise a complaint regarding the management of your information you can do so in the following ways: 
Informal Resolution – you should raise your concerns with your line manager, who will liaise with the Governance Team regarding the use and management of your information. 
Formal Complaint – you may raise your complaint in writing to the Governance and Safety team via crgpa.complaints@nhs.net 

Our Data Protection Officer is Judith Jordan. You can contact her at agem.dpo@nhs.net or via our postal address:-
Coventry and Rugby GP Alliance
Unit 1, 
The Boiler House, 
Electric Wharf, 
Sandy Lane, 
Coventry, 
CV1 4JU
Please mark the envelope ‘Data Protection Officer’.
 
Independent Investigation – if you are unable to obtain local resolution through the GPA, you can contact the Information Commissioner’s Office which is a UK independent public body responsible for upholding information rights and data privacy at: 
Tel: 030 123 1113                                                   
Online: https://ico.org.uk/global/contact-us/email/  
By Post: Information Commissioner's Office 
Wycliffe House 
Water Lane 
Wilmslow 
Cheshire 
SK9 5AF 
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