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What is Information Governance (IG)

[bookmark: _Int_ry6YdUzw]Information Governance allows organisation’s and individuals to ensure that personal information is handled legally, securely, efficiently and effectively, in order to deliver the best possible care. It additionally enables organisation’s to put in place procedures and processes for their corporate information that support the efficient location and retrieval of corporate records where and when needed, in particular to meet requests for information and assist compliance with Corporate Governance standards.


Information Governance provides a framework to bring together all the legal rules, guidance and best practice that apply to the handling of information, allowing:

· Implementation of central advice and guidance;
· Compliance with the law;
· Year on year improvements.
At its heart, Information Governance is about setting a high standard for the handling of information and giving organisations the tools to achieve that standard.


Information Governance provides a consistent way for employees to deal with the many different standards and legal rules that apply to information handling, including:


· Data Protection Act 2018
· General Data Protection Regulations (GDPR) 2018
· Freedom of Information Act 2000
· Common Law Duty of Confidentiality
· Caldicott Guardian Principles
· NHS Digital Data Protection & Security Toolkit
· NHS Care Record Guarantee
· Confidentiality: NHS Code of Practice
· Information Security Management: NHS Code of Practice
· Records Management Code of Practice for Health & Social Care 2016
· NHS Information Governance - Guidance on Legal and Professional Obligations
· NHS Digital (HSCIC) guidance
· Information Commissioner Office


What is Confidentiality? 

[bookmark: _Hlk156298722]A duty of confidence is in place where one person discloses information to another e.g., patient to clinician in circumstances where it is reasonable to expect that the information will be held in confidence. 
	
How to maintain Confidentiality
The confidentiality of information relating to individuals is protected through a number of measures:

· Effective Procedure to ensure all staff, contractors etc. are always fully aware of their responsibilities regarding confidentiality.
· Gaining appropriate consent to handle the information.
· Recording information accurately and confidentiality
· Keeping information private
· Keeping information physically secure
· Disclosing and using information with appropriate care 
· 

Maintaining Confidentiality – What individuals need to be aware of
Individuals must be made aware that the information they give may be recorded and shared to provide them with a service and used to support audit activities and other work to monitor the quality of the service being provided. Consider whether individuals would be surprised to learn that their information was being used in a particular way – if so, they are not being effectively told what they need to know. 
The role of Caldicott Guardian (CG)

Each NHS organisation is required to have a Caldicott Guardian; The Guardian plays a key role in ensuring that NHS, Councils with Social Services Responsibilities, and partner organisations satisfy the highest practical standards for handling patient confidential information.
A Caldicott Guardian is a senior appointed person responsible for protecting the confidentiality of patient and service-user information and balancing this duty by enabling appropriate information-sharing on a case-by-case basis.
Acting as the 'conscience' of an organisation, the Guardian actively supports work to enable information sharing where it is appropriate to share and advises on options for lawful and ethical processing of information.
The Caldicott Guardian also has a strategic role, which involves representing and championing Information Governance requirements and issues at Board or management team level and, where appropriate, at a range of levels within the organisation's overall Information Governance Framework. Each request for the disclosure of confidential information is recorded to the organisations Caldicott Guardian Log.


The Practices Caldicott Guardian is 
For further information on the Caldicott Guardian or to record disclosure to the Caldicott Guardian Log then please contact the IG Team at 

Bedford, Luton, Milton Keynes GP Practices agem.blmk.ig@nhs.net
C&W GP Practices  agem.covwarks.ig@nhs.net

The Caldicott Guardian Report

The Caldicott Committee (chaired by Dame Fiona Caldicott) made several recommendations first introduced in 1997 and since expanded aimed at improving the way the NHS handles and protects patient information. All NHS staff must comply with the principles below when processing Health and Social care data


The Eight Caldicott Guardian Principles are:
Principle 1. Justify the purpose(s) of using confidential Information.
Principle 2. Don’t use personal confidential data unless it is absolutely necessary.
Principle 3. Use the minimum necessary personal confidential data.
Principle 4	Access to personal confidential data should be on a strict need-to-know 	        basis.
Principle 5	Everyone with access to personal confidential data should be aware of their responsibilities.
Principle 6	Comply with the law.
Principle 7	The duty to share information can be as important as the duty to protect patient confidentiality.
Principle 8	Inform patients and services users about how their confidential information is used and what choice they have. There should be no surprises.

See link for further information https://www.gov.uk/government/publications/the-caldicott-principles



Things to consider if you are required to share information 

The Seven golden rules for information sharing:

[bookmark: _Int_z4M37DYl]1. Remember that the Data Protection Act is not a barrier to sharing information but provides a framework to ensure that personal information about living persons is shared appropriately.

2. Be open and honest with the person (and/or their family where appropriate) from the outset about why, what, how and with whom information will, or could be shared, and seek their agreement, unless it is unsafe or inappropriate to do so.

3. Seek advice if you are in any doubt, without disclosing the identity of the person where possible.

4. Share with consent where appropriate and, where possible, respect the wishes of those who do not consent to share confidential information. 

5. Consider safety and well-being: Base your information sharing decisions on considerations of the safety and well-being of the person and others who may be affected by their actions.
6. Necessary, proportionate, relevant, accurate, timely and secure: Ensure that the information you share is necessary for the purpose for which you are sharing it, is shared only with those people who need to have it, is accurate and up to date, is shared in a timely fashion, and is shared securely.

7. Keep a record of your decision and the reasons for it – whether it is to share information or not. If you decide to share, then record what you have shared, with whom and for what purpose.
Useful further reading
Guide to Confidentiality in Health and Social Care
The Information Governance Review
Caldicott 2 report: Information: to share or not to share
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGovernance_accv2.pdf 
Information Sharing – Advice for practitioners providing safeguarding services to children and young people, parents and carers
Information sharing: advice for practitioners (publishing.service.gov.uk)









The Data Protection Act 2018/GDPR

The Data Protection Act 2018 sets standards which must be satisfied when obtaining, recording, holding, using, sharing, or disposing of personal data. The General Data Protection Regulations (GDPR) are embedded within this piece of legislation. The below principles must be at the core of the Practices approach to processing of all personal data

The 7 Data Protection Principles contained in Data Protection Legislation are:

Principle 1. Lawfulness, fairness and transparency
Principle 2. Purpose limitation
Principle 3. Data minimisation
Principle 4. Accuracy
Principle 5. Storage limitation
Principle 6. Integrity and confidentiality (security)
Principle 7. Accountability

All organisations must display or communicate to the public their Lawful basis for processing their personal information which can include:
The lawful bases for processing are set out in Article 6 of the GDPR. At least one of these must apply whenever you process personal data:
(a) Consent 
(b) Contract 
(c) Legal obligation: the processing is necessary for you to comply with the law (not including contractual obligations).
(d) Vital interests: the processing is necessary to protect someone’s life.
(e) Public task: the processing is necessary for you to perform a task in the public interest or for your official functions, and the task or function has a clear basis in law.
(f) Legitimate interests:(This cannot apply if you are a public authority processing data to perform your official tasks i.e., GP Practice.)
	


The Legislation further sets out:

The 8 Data Processing Rights of the Individual are:

1. The right to be informed
2. The right of access (Subject Access Request)
3. The right to rectification
4. The right to erasure
5. The right to restrict processing
6. The right to data portability
7. The right to object
8. Rights in relation to automated decision making and profiling 

The role of Data Protection Officer (DPO)

Data Protection Legislation states that a DPO is to be appointed role for any Public Authority organisations such as the GP Practice. The DPO has responsibility to inform and advise the organisation and its employees of their obligations pursuant to the General Data Protection Regulation under National Data Protection Legislation. The DPO alone, or with the assistance of a DPO function team will monitor compliance with the General Data Protection Regulation and National Data Protection Legislation at the appointed organisation. The DPO will cooperate with, and act as the point of contact, for GDPR supervisory authorities; in the UK this is the Information Commissioners Office (ICO), members of the public, and staff with regards to Data Protection processing concerns they may have with the organisation.

[bookmark: _Hlk156298416]Data Protection Officer is Mrs. Judith Jordan
[bookmark: _Hlk156298467]Email: agem.dpo@nhs.net
 
For more information on Data Protection Legislation, DPO role, and the Rights an individual has please contact the IG Team at 

Bedford, Luton, Milton Keynes GP Practices agem.blmk.ig@nhs.net
C&W GP Practices  agem.covwarks.ig@nhs.net








The role of Senior Information Risk Owner (SIRO)

The role of a Senior Information Risk Owner (SIRO) should be an Executive or Senior Manager on the Board or Executive Group and should be familiar with information risk management and the organisation’s strategy to risk. The SIRO provides the board with assurance and is accountable to the Chief Executive.

The NHS SIRO is responsible for ensuring organisational information risk is properly identified and managed and that appropriate assurance mechanisms exist.


GP Practice SIRO is: 
The Deputy SIRO is 


The SIRO’s key responsibilities are:
 
· Leading and fostering a corporate culture that values, protects and uses information for the success of the organisation and benefit of its patients

· Owning the organisation’s overall information risk policy and risk assessment processes and ensuring they are implemented consistently by Information Asset Owner’s (IAO’s)

· Advising the Chief Executive or relevant accounting officer on the information risk aspects of their statement on internal controls

· Owning the organisation’s information incident management framework










Information Asset Management

NHS organisations hold vast amounts of information if the information that you hold contains personal identifiable, business sensitive or commercial sensitive information then this should be identified as an information asset and needs to be recorded on an information asset register.

An information asset is a body of information, defined and managed as a single unit so it can be understood, shared, protected and exploited efficiently. 

Information assets can be electronic or paper and can include different formats:

Personal/other information
Data bases or electronic files 
Back up and archive data 
Audit data 
Paper records and reports 

System/process documentation 
Business continuity plans
Contracts and agreements 
Operations and support procedures
System information and documentation 

Software
Applications and system software 
Data encryption utilities
Development and maintenance tools

Hardware
Computer hardware PC/Laptops, mobile telephones, PDA and removable media 

Miscellaneous
Environmental services – power/air conditioning 
People skills and experience 

Information assets have recognisable and manageable value, risk, content and lifecycles.
NHS organisations required to establish two roles to aid the structured management of their information and associated risk, these roles work alongside the SIRO to manage the organisations information risks:

· Information Asset Owners (IAO)
· Information Asset Administrators (IAA)





Information Asset Owners (IAO)

Information Asset Owners are senior individuals Involved in running the relevant business.  Their role is to understand and address risks to the information assets they ‘own’ and to provide assurance to the SIRO on the security and use of those assets.  Each IAO should appoint either 1 or 2 (recommended) IAA for each asset within their area of responsibility.

Information Asset Administrators (IAA)

Information Asset Administrators ensure that policies and procedures are followed, recognise actual or potential security incidents, consult their IAO on incident management, and ensure that information asset registers are accurate and up to date.

Understanding your information, which you hold enables you to fully protect it and exploit it to its full potential to the organisation.

Information Asset Register (IAR)

An Information Asset Register is a mechanism for understanding and managing an organisation’s assets and the risks to them. Including the links between the information assets, their business requirements, and technical dependencies. 

Populating and maintaining an accurate register enables a better oversight of all information held and enables appropriate risk assessment. Maintaining an IAR enables a better oversight of all assets and assists in managing the risks associated. 

The register should also include data flow mapping for all personal information which flows in and outside the department. These flows should be individually risk assessed and reviewed to see whether it is still appropriate for this information to be received or sent outside the department.



Incident Reporting
How to report an information governance incident?

[bookmark: _Hlk156300344]All incidents, near misses and serious untoward incidents must be reporting according to the GP Practice incident reporting procedure.  

Information Governance breaches wherever possible should be reported within 24 hours.  

What is an IG Incident or breach?
There is no simple definition of an IG incident.  What may at first appear to be of minor importance may, on further investigation, be found to be serious and vice versa.   Furthermore, cyber security incidents, any breach of an individual’s confidence, security incident, near miss or a data loss must be reported along with all other IG incidents.  If in doubt, report it.

DPA2018/GDPR definition of an Information Governance incident:
A breach of security leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data.
Examples of IG incident or breach Incidents may be caused through, for example:
· Information being lost in transit.
· Information being lost or stolen.
· Information being disclosed in error through mis-directed e-mails and letters.
· Unauthorised access to systems.

Examples of cyber security incident types of incidents could include:
· Denial of service attacks
· Phishing emails
· Social Media disclosures
· Website defacement
· Malicious internal damage
· Spoof website
· Cyber bullying
NHS.NET (NHSmail)

NHSmail is a business standard secure email service, specifically designed to meet the needs of the NHS. It is available to staff working within the NHS in England and Scotland.  It can be used when emailing personal confidential information.
Key benefits of using NHSmail

· It is secure enough to use for exchanging personal confidential information and other sensitive information between NHSmail users as well as secure NHS Digital accredited email exchange listed in the link:https://digital.nhs.uk/services/nhsmail/the-secure-email-standard
· Other secure email routes:

From: @pnn.police.uk To: @nhs.net 
From: @mod.uk To: @nhs.net 
From: @secure.nhs.uk To: @nhs.net 
From: @.gov.uk To: @nhs.net 
From: @.gov.uk To: @nhs.net

It is important that emails are sent from NHS.net to NHS.net or to one of the above secure emails if it contains personal confidential data. If the email is sent to or from another address then the encryption is lost, this could result in an incident report being raised. 

· Keep one email address for the duration of your NHS career even if you move between organisations.
· A 24x7 helpdesk is available to all NHSmail users.
All queries for your NHS.NET account should to be directed to your local NHS Mail administrator at: 
Sophos Encryption Facility 

All staff must consider whether it is appropriate to use the Sophos encrypted email facility when sending emails containing confidential, personal or Special Category data to recipients external to the Practice. 

To use the Sophos encryption facility, staff can use the usual email accounts and when sending to an external or different email account the encrypt button (Sophos) must be highlighted by clicking on it. This will send a message to the recipient to tell them they are being sent an encrypted email and give them instructions on how to access it.

Registration Authority & Smartcards

[bookmark: _Hlk156299449]A Smartcard enables you to access NHS systems and applications. Your Smartcard is like a debit or credit card – you use it with a password, and it gives you access to information that needs to be kept secure and confidential.
If you need to use NHS systems and applications to do your job, then you need to apply for a Smartcard, using a national recognised registration process. Your manager will help you to do this if your role requires a Smartcard to be issued.


Registration process

The Registration Authority operates the registration process. They keep a tight control over issuing Smartcards and managing the registration process. They follow local and national policies and procedures.
Your Practice will have a Registration Authority Sponsor. They will help you to apply for a Smartcard and help to set up and maintain your profile, showing the systems you need to use for your specific job role. 

If you are a Smartcard holder for your NHS job role:
· Keep it secure
· Never share your Smartcard access
· A Smartcard password is a digital signature for compliance with the Care Records access guarantee.
· Never write your password down
· Never share your password with anyone
· Report immediately if you have lost your smartcard to your local RA Team at [enter information]
· Remove it from ‘Key’ access when you move away from your desk for any length of time.

If you believe that a Smartcard is being misused, tell your Smartcard Sponsor or your Practice Manager. 
Confidentiality Audits – Privacy Officer
Confidentiality Audits - Privacy Officer Alerts

The NHS Care Records Guarantee requires that all organisations handling NHS information put in place mechanisms to ensure confidential information is protected. This requires smartcard access to confidential information to be monitored and audited locally, and in particular requires that there are agreed procedures for investigating confidentiality events via smartcard access.

With the implementation of the Clinical Spine Application and the Summary Care Record (SCR) there are also alerts generated by these applications whenever a smartcard issued clinician self-claims a legitimate relationship is created or dissent to share is over-ridden.   Organisations should have a process in place to investigate and manage the alerts generated; including who should receive which email notifications and responsibilities for actioning the investigation of the alerts.

 All staff members with the potential to access confidential personal information should be aware that monitoring and auditing of access is carried out. 

Failure by any employee to adhere to the Practices policy and its guidelines will be viewed as a serious matter and may result in disciplinary action
Data Protection Impact Assessment (DPIA)


A Data Protection Impact Assessment (DPIA) is a process required by Data Protection Law which helps assess privacy risks to individuals in the collection, use and disclosure of information.  It is a practical tool to help identify and address the data protection and privacy concerns at the design and development stage of a project, building data protection compliance in from the outset rather than bolting it on as an afterthought and risking substantial fines issued under Data Protection Legislation. A failure to properly embed appropriate privacy protection measures will result in a breach of Data Protection Legislation with relevant fines that can be issued up to a maximum of £17million or 4% of the global turnover of the organisation. Not completing a DPIA will also be a declaration of incompatibility with the Human Rights Act, and/or prohibitive costs in having to retrofit a system to ensure legal compliance or address community concerns about privacy once identified. 


A DPIA must be carried out whenever there is a change that is likely to involve a new use or significantly change the way in which personal data is handled;

· Introduction of a new paper or electronic information system to collect and hold personal data;

· Update or revision of a key system that might alter the way in which the organisation uses, monitors and reports personal information.

· Design and development of a system where the personal data held is on a consent for holding and use basis

· Changes to an existing system where additional personal data will be collected

· Proposal to collect personal data from a new source or for a new activity

· Plans to outsource business processes involving storing and processing personal data

· Plans to transfer services from one provider to another that include the transfer of information assets

· any change to or introduction of new data sharing agreements 


If you a starting a project that may involve any of the above, please contact the Information Governance Team at 
[bookmark: _Hlk153276230][bookmark: _Hlk203749565]Bedford, Luton, Milton Keynes GP Practices agem.blmk.ig@nhs.net
C&W GP Practices  agem.covwarks.ig@nhs.net


Passwords (oceanDOOR3£) This password is for illustration purposes only

[bookmark: _Hlk156298830]Your password is your main protection against someone else using your account and acts as a barrier against someone else accessing unauthorised information. Passwords are the keys that open electronic doors and should be treated with as much care as physical keys you use to lock your car or home.

No matter how much money is spent on sophisticated network technology to prevent unauthorised access to data, a weak or poorly concealed password has the potential to bypass security solutions provided by the organisation. Remember that all activity on your account is deemed to have been made by the account holder, so passwords or accounts should never be shared.

Follow the advice here and help us to keep patient and staff data secure and protected from unauthorised access. 



Ensure you select a strong password using a minimum of each of the below listed:

· Minimum of 6 characters long
· English uppercase characters (A through Z). 
· English lowercase characters (a through z). 
· Base digits (0 through 9). 
· Special characters (e.g., %, £! #, etc.) 
· Try not to use pet /children names. 
· Try to use x3 random unrelated words to help create a secure password.

Change your password immediately if you suspect someone knows it. Password changes can be made by Ctrl + Alt +Delete simultaneously and select ‘change a password’ 
Log out or lock the computer when it is unattended, especially when mobile working and if working from Home. (Windows key + L key simultaneously)
Make sure nobody is watching you type your password!

‘Safe Haven’ Procedures

‘Safe Haven’ is a term used to explain an agreed set of physical arrangements that are in place in an organisation to ensure confidential personal confidential information (e.g., patients and staff information) can be transmitted, communicated, sent, and received in a safe and secure designated ‘Safe Haven’ environment. 

‘Safe Haven’ Procedures act as a safeguard for confidential information which enters or leaves the organisation, whether this is by facsimile (fax), e-mail, post, or other means. Any members of staff handling confidential information, whether paper based or electronic, must adhere to the set out ‘Safe Haven’ Procedure/s.

Staff are responsible for ensuring they handle person confidential/sensitive/corporate sensitive data with care and respect. It is everyone’s responsibility to protect this information from those who are not authorised to use or view it.   All staff must ensure that whilst in their care, they have done everything possible to protect these types of information.   

It is the sender's responsibility to ensure information is received securely by the intended recipient. 

For further information on ‘Safe Haven’ procedures 
please consult FutureNHS page 

 GP Information Governance and Data Security - Futures

Or consult the Safe Haven Policy 


Security Alert
[image: ]



“Stay alert and report suspicious activity”
Always report any concerns you have of suspicious activity to your IT service provider and GP Practice Manager 
Part of our role is to help prevent cyber-attacks and do all we can to make sure data entrusted to our organisation is not lost, corrupted or stolen.
“Be cautious of suspicious emails and links”
Do not let curiosity get the better of you!

Always delete suspicious emails and links.
Even opening or viewing these emails and any links can compromise your computer and create unwanted problems without your knowledge.
Remember, if something looks too good to be true, it probably is.
“Don’t install unauthorised programs or portable devices to your work computer.”
[image: ]
If you have an application, you think may be useful, ask your Practice Manager for approval in the first instance, then contact the IT Service Provider  to see if the application can be installed. DO NOT download software from the internet or access via a portable device attached to work equipment.

Malicious applications often pose as legitimate programs, pdf documents, games, music files, tools, or even antivirus software.


Removable Media

[image: ]             [image: ]              [image: ]       [image: ]       [image: ]     [image: ]    
Removable media can be classified as any portable device that can store and/or move data.

These include and are not limited to:
· Optical discs, i.e., CD or DVD ROM
· External hard drives and ZIP drives
· Magnetic tapes
· Solid state memory devices including USB memory sticks/pen drives, memory cards
· MP3 Players
· Mobile phones
· Digital cameras
· Other mobile devices include Laptops Tablet PC’s or iPad.

Only the NHS approved standard encryption algorithm, must be used to encrypt and protect NHS data.

All Staff, Contractors, and any persons working on behalf of the Practice are not permitted to introduce or use any removable media other than those provided by the IT service provider, or explicitly approved for use, by the Practice and verified ‘safe’ by the IT service provider.


Should you require any further advice or guidance please contact the relevant 







Physical Security Requirements

ID Badges
All employees must ensure that they securely keep their security card/fob on their person whilst onsite and that it is not to be shared with any other employee. 

When not on practice premises please ensure your security card/fob is kept out of sight somewhere secure. Please treat your security card/fob as you would your credit card i.e., not leave it lying around. 

Be aware of ‘tailgaters’ at security access doors and turn round and ask, ‘can I help?’ if you do not recognise or identify a visible ID badge on their person. If they have an explanation or ID on them ask who it is they are visiting or direct them to the reception to sign in. Most people will appreciate your help.
 
Lost, Stolen, Damaged or Faulty ID Cards
Lost, Stolen, Damaged or Faulty ID Cards should be reported to your Practice Manager in the first instance. Your Practice manager will report and organize a new card.

All employees must return their ID card Smartcard to their line manager upon the conclusion/termination of your employment with the Organisation. 

Laptop and/or Mobile Device Security
Practice laptops and mobile devices provide a portable and convenient mobile working solution and obvious business benefits for the user. Laptops and mobile devices are an attractive target for thieves and, in addition to the obvious inconvenience of portable device loss/stolen the user must be always vigilant to what information/data they access, which will be dependent on their location and who has the potential of ‘incidental viewing’ of the information. Sensitive information/data is not required to be accessed in a public place unless there is no alternative and the reason for access can be accounted for by the issued user of the mobile device.

Issued users should recognise that the very nature of portable devices brings with it an increased level of risk, and should follow the guidance below as a minimum:

· Take all possible practical measures to avoid the device being stolen 
· Device should NEVER be left unattended in a public place. 
· When at home, the issued user should ensure devices are stored securely, cannot be viewed, or accessed by any other person in the home other than the issued user. 
· Devices should not be left in a car but transferred to secure storage in the home if not returned to the office. 
· Devices should not be left in a vehicle during the business day unless there is no other safe alternative to do so.
· Devices should be carried in an appropriate case/bag or holdall when away from GP Practices.
· Care should be taken when using the laptop in public places to prevent overlooking and casual observation.
· [bookmark: _Int_FHZeUTWg]Unless absolutely necessary and the reason for doing so can be accounted for by the issued laptop user, Sensitive information should never be accessed in any public place. 
· If the portable device is lost or stolen your line manager and IT service provider should be notified as soon as possible to ensure the device is wiped to protect any information stored on the device. Then an incident should be recorded.


Paper/Hard copy documents
· Staff must minimise the amount of personal confidential or other sensitive information that is taken away from the GP Practice.

· If staff do need to carry person confidential or other sensitive information, they must ensure the following:

· Any personal information is in a sealed double enveloped non-transparent container i.e., windowless envelope, suitable transit tamper proof bag, etc. prior to being taken out of GP Practices. The outside should state ‘PRIVATE & CONFIDENTIAL - IF FOUND: Return address and named person Contact number.’  
· Confidential information is kept out of sight in a zipped internal pocket in a zipped/locked bag.

· If staff need to take personal confidential or other sensitive information home, they have a personal responsibility to ensure it is kept secure. This means that other members of their family and/or their friends/colleagues must not be able to see the content or have any access to the information.

· [bookmark: _Int_2gaHNLDN]Personal confidential or other sensitive should not be left in a car when at home. Neither should such paper/hard copy documents be left in the boot of a car during daytime business duties unless there is no safe alternative.  Users must take all reasonable precautions to ensure the physical safety of the information at all times in their possession.




Clear Desk & Clear Screen Policy

Information Governance and Information Security encourage methods which significantly reduce the risks associated with security breaches and incidents occurring. 

[bookmark: _Hlk156299797]It is imperative we as an organisation do all we can to ensure we are always handling information/data and records containing patient/person confidential data (PCD) securely and maintaining the confidentiality of all individuals for whom we hold and process information in adhering with legislative and best practice governance requirements. 

Listed below are some of things we can do to minimise a data breach or security incident from occurring:

· Lock away all Patient / Personal confidential Data (PCD), sensitive and valuable documents (paper and removable media) in cabinets or desk drawers (as appropriate). When your desk is unattended for an extended period - for example when away for meetings, at lunchtime, or overnight.

· Lock workstations (computers, laptops, and windows terminals) when unattended by pressing Windows Key + L Key simultaneously or Ctrl + Alt + Delete and selecting lock. 

· At the end of your day close down all the applications and log off/shutdown the workstation. This allows any security software to be updated.

· Laptops and mobile devices must be stored securely and not left out on desks when the user is not in attendance at the office.

· Ensure any documents or removable media such as CD’s, DVD’s, memory sticks etc. are safely stored away when not required at work or home should need to take records/data or information home with you.

· Each user is responsible for ensuring the security and confidentiality of the information they have access to and for protecting it accordingly. 

· Where you a required to access and process sensitive information be mindful of who can see your screen and position your screen where sensitive information cannot be read by others or passersby.

· In an emergency if you need to leave the office quickly, e.g., a fire alarm or emergency, ensure you lock your workstation ONLY IF IT IS SAFE TO DO SO, to prevent unauthorised access.


The Freedom of Information Act 2000

The Freedom of Information (FOI) Act 2000 allows any person to ask if a Public Authority holds information and if so for a copy of that information. Its key theme is to make Authorities transparent and open.

[bookmark: _Int_zSzeo9Co]A person can ask in writing for any information we hold, such as financial information, contract information, policies, reports etc. The information must be released providing the information is not exempt from disclosure. A range of exemptions include personal or confidential data, commercially confidential information or information already published. 
Key points to assist with FOI

· Assume all written requests come under FOI unless you are sure that they don’t 

· All FOI requests must be dealt with within 20 working days.

· All FOI requests are to be directed to the freedom of information team at the following email address: [enter details]
 
· Unless covered by an exemption under the Act, all records held by the Organisation are affected, including your diary, notebook, emails and even much information that is labelled ‘confidential’.

Subject Access Requests (SAR)
A Subject Access Request is a request made by or on behalf of an individual for any information the organisation holds they are entitled to ask for under Article 15 of the UK GDPR. The information includes any personal information or clinical record. 
SAR requests need to be responded to within 1 calendar month. These should be provided free of charge, however; a reasonable admin fee can be charged if providing extra copies or if the request is manifestly unfounded or excessive. 
The requestor must complete appropriate form, provide authorised consent and/or photographic ID.  All SAR requests should be reviewed before release and all 3rd party or any information that is likely to cause serious harm to patient or any individual should be redacted.
[bookmark: _Int_ewX2zuXc]All requests should be sent to the Practice Manager at the relevant GP practice where they will be logged on receipt. 





Contact & Useful Links

Should you require any further guidance for your specific work role with reference to Information Governance and/or Information Security please contact the Information Governance Team at 

agem.covwarks.ig@nhs.net
agem.blmk.ig@nhs.net 

Further Useful Links  

Information Governance Training via eLearning for Health
https://www.e-lfh.org.uk/programmes/data-security-awareness/

Records Management: NHS Code of Practice 2016
records-management-code-of-practice-for-health-and-social-care-2016
https://www.gov.uk/government/publications/confidentiality-nhs-code-of-practice

Caldicott 2 report: Information: to share or not to share
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192572/2900774_InfoGovernance_accv2.pdf 

Information Commissioners Office
https://ico.org.uk/

FutureNHS page 
GP Information Governance and Data Security - Futures
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