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	[bookmark: _Toc40278327] Introduction

	1.1
	NHS Smartcards provide secure access to national and local NHS digital systems containing sensitive patient and organisational information. The appropriate use and management of Smartcards is essential to ensure that access to systems is granted only to authorised individuals and that information is protected from unauthorised access, misuse, loss, or disclosure.


	1.2
	This policy sets out the CRGPA's requirements for the issue, use, management, and security of NHS Smartcards. It aims to ensure compliance with NHS information governance standards, data protection legislation, and cybersecurity requirements, while supporting staff to access the systems and information necessary to perform their roles.


	1.3
	CRGPA is committed to maintaining the confidentiality, integrity, and availability of information by ensuring that Smartcards are used responsibly, securely, and only by the individual to whom they have been issued. Failure to comply with this policy may result in the withdrawal of Smartcard access and may be managed in accordance with the organisation's disciplinary procedures.




	[bookmark: _Toc40278328]Purpose

	2.1
	The purpose of this policy is to ensure the secure and appropriate use of NHS Smartcards to protect patient information, maintain system security, and comply with NHS and data protection requirements.


	2.2
	This policy outlines the responsibilities of staff and managers for the issue, use, and management of Smartcards, helping to prevent unauthorised access, reduce information security risks, and ensure that access to NHS systems is limited to authorised users for legitimate business purposes.




	[bookmark: _Toc40278329]Scope

	3.1
	This policy applies to those members of staff that are directly employed by Coventry & Rugby GP Alliance and for whom Coventry & Rugby GP Alliance has legal responsibility. For those staff covered by a letter of authority / honorary contract or work experience this policy is also applicable whilst undertaking duties on behalf of Coventry & Rugby GP Alliance or working on Coventry & Rugby GP Alliance premises and forms part of their arrangements with Coventry & Rugby GP Alliance. 





	[bookmark: _Toc40278330]Definitions

	4.1
	NHS Smartcard - A secure access card issued by NHS Registration Authorities that allows authorised users to access NHS systems and information appropriate to their role.


	4.2
	Authorised User - An individual who has been approved and assigned the appropriate access rights to use an NHS Smartcard and related systems.


	4.3
	Registration Authority (RA) - The organisation or designated service responsible for issuing, managing, amending, and revoking NHS Smartcards and user access permissions.


	4.4
	Passcode - A confidential security code used in conjunction with an NHS Smartcard to verify a user's identity and gain access to authorised NHS systems.




	[bookmark: _Toc40278331]Roles and Responsibilities

	[bookmark: _Toc40278332]5.1      CRGPA Board 

	
	CRGPA Board has overall accountability for the quality and standards of care delivered by CRGPA including compliance with this policy. 


	[bookmark: _Toc40278333]5.2      Chief Executive

	
	The Chief Executive has overall accountability for the secure management and use of NHS Smartcards within the organisation. They are responsible for ensuring appropriate governance, resources, and assurance arrangements are in place to maintain information security, protect patient data, and comply with NHS and legal requirements.


	[bookmark: _Toc40278334]5.3      Managers/Heads of Service

	
	Managers and Heads of Service are responsible for ensuring compliance with this policy within their areas of responsibility. They will support the secure use of NHS Smartcards, promote good information governance practices, ensure staff have appropriate system access for their role, and manage any Smartcard-related risks, incidents, or concerns appropriately.


	[bookmark: _Toc40278335]5.4       All CRGPA staff (including Bank/Contracted/Temporary Staff)

	
	All staff are responsible for using NHS Smartcards securely, protecting their Smartcard and passcode from unauthorised use, complying with information governance requirements, and reporting any loss, misuse, or security concerns promptly in accordance with organisational procedures. Staff members are not to leave their Smartcard in their laptops or computers if they leave their desk area.
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	6.1

	Smartcard Governance

At this organisation, there are local smartcard administrators. The Local Administrator (LA) can seek support from the local Registration Authority (RA) by accessing the Primary care service provider contact details webpage.

All staff must adhere to the NHS England Smartcards and access controls guidance ensuring that specific attention is given to the security and confidentiality requirements.



	6.2
	Smartcard Processes

Guidance
The following additional guidance is also available to support smartcard related processes:

· Get started with Apply for Care ID
· Create a new user profile
· Issue a smartcard in Care Identity Management
· Step-by-step guidance on using Care Identity Management
· How to manage smartcards in Care Identity Management (including issue, unlocking, repairing, renewing, clearing and cancelling smartcards) 
· Smartcard and authenticator users (for user guidance including FAQs)
· NHS Employers Identity checks standard
· Smartcards for temporary staff and visitors
· Self-service smartcard unlock
· Managing requests overview

Staff must follow the above NHS England guidance and, should additional support be required, they are to speak to the organisation’s LA in the first instance.

[bookmark: _Toc193709331][bookmark: _heading=h.1t3h5sf]Incident reporting
Should a member of staff become aware of an incident involving a smartcard, such as theft or misuse, they are to contact their manager and report the incident via Datix, who will investigate the matter, seeking advice from the organisation’s Data Protection Officer. 

When NHS England is notified of significant breaches to the Registration Authority Policy, it will consider the situation and take appropriate remedial action. This will include discussing the situation with this organisation but may result in discussions with regulatory or professional bodies depending upon the seriousness of the situation.

[bookmark: _Toc193709334][bookmark: _heading=h.4d34og8]Leaving the organisation
Should a member of staff move to a different healthcare organisation, they can retain their smartcard. Access will be removed and the new organisation will apply for access to the existing smartcard. If a member of the organisation is leaving the healthcare industry, then they are to return their smartcard to the LA. 






	[bookmark: _Toc40278337]Consultation

	7.1
	CRGPA Staff will have the opportunity to comment on any drafts and/or amendments to this policy via Practice Index before presentation at Policy Review Group.



	[bookmark: _Toc40278338]Implementation

	8.1
	This Policy will be available to all persons working for CRGPA.  An electronic copy will be available on CRGPA’s Practice Index.  

	8.2
	This policy will be implemented through application of the policy in practice.



	[bookmark: _Toc40278339]Training and Support 

	9.1
	All employees will be offered relevant training commensurate with their duties and responsibilities. Employees requiring support should speak to their line manager in the first instance. Support may also be obtained through Human Resources.



	[bookmark: _Toc40278340]Review 

	10.1
	This policy will be reviewed every three years by the Policy lead and in accordance with the following on an as and when required basis:

· Legislatives changes
· Good practice guidelines
· Case Law
· Significant incidents reported
· New vulnerabilities identified
· Changes to organisational infrastructure
· Changes in practice



	[bookmark: _Toc40278341]Monitoring and Compliance

	11.1
	Monitoring and review of legislative changes and national/local developments which may impact on the content of this policy will be the responsibility of the Policy author and/or Policy Owner.

Where any changes are required the Policy Author and/or Owner will be required to amend the policy and arrange for its presentation at the next available Policy Review Group for review and ratification. 

Compliance with this policy will be reviewed annually, on the anniversary of the policy ratification date.
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	Version
	Date
	Author
(name and Designation)
	Comments

	V1.0
	14/07/2026



16/07/2026




16/07/2026



21/07/2026




26/07/2026
	Hollie Chaplin, Governance Assistant


Nicola Faulkner, Head of Clinical Patient Services & PAVS Team Lead

Rachel Williams, Hodge Hill Deputy Practice Manager

Amy Underwood, Operational Manager Alliance Teaching Practice

Sarah Forsyth, Chief Nurse and Operations Officer
	Created using Practice Index.



Reviewed and no changes made.



Reviewed and no changes made.


Reviewed and no changes made.



Reviewed minor changes made.

	
	
	
	






	[bookmark: _Toc40278343]Equality Impact Assessment

	13.1
	As part of its development, this procedural document and its impact on staff, patients and the public has been reviewed in line with Coventry & Rugby GP Alliance’s Equality Duties.  The purpose of the assessment is to identify and if possible remove any disproportionate adverse impact on employees, patients and the public on the grounds of the protected characteristics under the Equality Act.
 



	[bookmark: _Toc424980679]	
	Yes/No
	Comments

	1.
	Does the document affect one group more or less favourably than another based on:-

	
	Race
	No
	

	
	Religion/Religious Belief
	No
	

	
	Gender 
	No
	

	
	Gender Reassignment
	No
	

	
	Sexual Orientation
	No
	

	
	Age
	No
	

	
	Any Form of Disability, impairment or mental health problems
	No
	

	
	Marriage and civil partnership
	No 
	

	
	Pregnancy/Maternity
	No
	

	2.
	Is there any evidence that any groups are affected differently?
	No
	

	3.
	If any potential discrimination has been identified, are there any valid, legal or justifiable reasons?
	NA
	

	4.
	Could the document have a negative impact?
	No
	

	
	If so, can the impact be avoided/reduced?
	NA
	

	
	If not, what alternative is there to achieving the document without the negative impact?
	NA
	

	5.
	Name and Designation of 3 staff members who have contributed to or considered this assessment 
	
	Hollie Chaplin, Governance Assistant
Nicola Faulkner, Head of Clinical Patient Services & PAVS Team Lead
Rachel Williams, Deputy Practice Manager

	6.
	Date of Assessment
	
	22/07/2026




	13.2
	 Any potential discriminatory impact which has been identified must be referred back to the author of the document for consideration of additional actions to reduce or remove the potential discriminatory impact.
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