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	[bookmark: _Toc40278327] Introduction

	1.1
	Information plays a vital role in the conduct of the business of Coventry and Rugby GP Alliance, and the information technology and communications facilities must be used correctly, professionally, legally, in line with the duties of the role, with respect for colleagues and patient data and in accordance with the data protection policies and procedures. The Data Protection Act 2018 including the UK version of the General Data Protection Regulation (UK GDPR) will apply to the content of this policy.




	[bookmark: _Toc40278328]Purpose

	2.1
	This Policy sets out the standards for how employees should use the organisation’s AI tools, social media, and IT systems responsibly and securely. Its purpose is to protect the organisation’s data, reputation, and technology by ensuring these tools are used ethically, lawfully, and in ways that support business operations. The policy helps prevent misuse, reduces security risks, and provides clear expectations so staff understand what is appropriate, safe, and compliant when using digital resources.




	[bookmark: _Toc40278329]Scope

	3.1
	This policy applies to those members of staff that are directly employed by Coventry & Rugby GP Alliance and for whom Coventry & Rugby GP Alliance has legal responsibility. For those staff covered by a letter of authority / honorary contract or work experience this policy is also applicable whilst undertaking duties on behalf of Coventry & Rugby GP Alliance or working on Coventry & Rugby GP Alliance premises and forms part of their arrangements with Coventry & Rugby GP Alliance. 




	[bookmark: _Toc40278330]Definitions

	4.1
	Social Media - Social media is a group of websites and applications (apps) that let people create, share, and interact with content and with other people in a public forum. This includes, online social networking, messaging and blogging sites such as, but is not limited to:
· Instagram
· Facebook
· Snapchat
· Twitter/X
· TikTok
· WhatsApp/ Signal / Telegram etc
· LinkedIn


	4.2
	Artificial Intelligence (AI) – AI is a field of computer science focused on creating machines that can perform tasks that normally require human intelligence.


	4.3
	Generative AI - Refers to a class of AI (artificial intelligence) systems designed to create new content, such as text, images, audio, video or code, in response to user inputs (often called "prompts"). These systems generate outputs by learning patterns and relationships from large datasets during training (oftentimes including the internet), rather than by retrieving or copying existing content.




	[bookmark: _Toc40278331]Roles and Responsibilities

	[bookmark: _Toc40278332]5.1      CRGPA Board 

	
	CRGPA Board has overall accountability for the quality and standards of care delivered by CRGPA including compliance with this policy. 


	[bookmark: _Toc40278333]5.2      Chief Executive

	
	Responsible for strategic direction for safe, acceptable and ethical use of systems and products, ensuring that the policy is embedded into day-to-day practice and that appropriate resources, training and risk management are in place,

	[bookmark: _Toc40278334]5.3      Managers/Heads of Service

	
	Managers/Heads of Service are responsible for:
· It is every manager’s responsibility to ensure that colleagues are aware of this
· policy and to react in an appropriate manner when informed of instances
· where behaviour is not in accordance with the procedure that is set out herein.
· Make sure their teams understand and follow this policy.
· Assess and oversee AI use within their areas.
· Escalate concerns about data protection, ethics or misuse.
· Managers are advised to contact the HR team if they require advice or guidance.
· Support staff in accessing guidance and training

	5.4     Communication Team

	
	If an employee is named on social media, such as in a review, the
Communication team will, wherever possible, contact social media company
to request removal of the post.


	[bookmark: _Toc40278335]5.5      All CRGPA staff (including Bank/Contracted/Temporary Staff)

	
	· Employees must ensure that they are complying with the expectations of this policy to support the reputation of CRGPA and, where relevant, of their profession. 
· Employees must make sure that they conduct themselves online in the same manner that would be expected of them in any other situation,
· Employees who use social media will be responsible for ensuring that they are aware of this policy and understand the content and principles of the policy.
· Use systems and equipment responsibly and in line with all organisational policies.
· Avoid entering personal, confidential or sensitive information into tools unless authorised.
· Check the accuracy and suitability of AI‑generated content before using it.
· Report any issues, risks or misuse immediately.
· Seek advice if unsure whether AI use is appropriate




	[bookmark: _Toc40278336]Process

	6.1
	Clear Working Areas

Confidential information, including personal identifiable or sensitive information relating to staff, service users or business sensitive information should not be visible on desks or unattended computer screens.

This information should be locked away or stored in a secure location when staff are away from desks, and especially at the end of the working day.

Computers should not be left unlocked when unattended. Staff should ensure the computer is locked or logged out when leaving their desk. Automatic timeout sessions will ensure that computers become inactive after a designate period of time, however, it is the responsibility of staff to log out to avoid any inappropriate access or viewing.

Whiteboards should not contain any confidential information in public areas and should be cleared of sensitive information when leaving the room/office.


	6.2
	Transporting Confidential Information

Staff should ensure that all loose papers or notes from meetings are secured transported. Meeting Agendas, minutes, and papers should be placed into a confidential waste bin for disposal.

Staff who transfer confidential information external to the CRGPA premises between places of work or meetings, should ensure that this is secure.

Confidential information should not be transferred on public transport unless it is unavoidable. Under these circumstances, the information should be secured in a locked bag and should never be left unattended.


	6.3
	Managing the Security of Post

When sending confidential information to a third party, mark the envelope as private or confidential. The contents of the letter must be sent in a sealed envelope to a named individual.

Ensure that the name and address of the recipient have been correctly written on the letter and the envelope.


	6.4
	Telephone Usage

When contacting service users or staff to discuss personal issues, you should take care not to reveal the identity of the individual.  Telephone calls in which you need to discuss confidential information should be conducted in a private location.

If you receive a telephone call requesting confidential information, always check the identity of the caller and ensure they have a legitimate right to receive the confidential information. Check with your line manager that the information can be provided before taking any action.


	6.5
	Acceptable Use of Personal Devices

Employees may use personally owned devices (e.g., smartphones, tablets, laptops) to access organisational systems and data, provided the following conditions are met:

Authorised Use
Personal devices must be approved by the organisation before being used to access corporate resources. Users are responsible for ensuring their device complies with this policy at all times.


Security Requirements
All personal devices used for work purposes must:
· Be protected with a strong password, PIN, or biometric authentication
· Have up-to-date operating systems, security patches, and anti-malware software installed
· Automatically lock after a period of inactivity
· Enable encryption where available


Access Control
Access to organisational data from personal devices will be limited to approved systems and applications. The organisation reserves the right to restrict or revoke access at any time without notice.
Data Protection
· Organisational data must not be stored locally on personal devices unless explicitly authorised
· Data must only be accessed via approved secure methods (e.g., VPN, managed apps, secure portals)
· Users must not transfer or share work-related data to unauthorised apps, services, or individuals


Monitoring and Privacy
The organisation may implement mobile device management (MDM) or similar tools to enforce security controls. While reasonable steps will be taken to respect user privacy, users acknowledge that:
· Work-related data and activity may be monitored
· Security tools may enforce restrictions on the device


Loss or Theft
Users must immediately report any lost or stolen device that has access to organisational data. The organisation reserves the right to remotely wipe corporate data (and, if necessary, the entire device) to protect its information.


Compliance and Responsibility
Users are responsible for complying with this policy and all related security standards. Failure to adhere to these requirements may result in removal of access privileges and/or disciplinary action.


	6.6
	Acceptable Use of E-mails

You must not use e-mails to violate any laws or regulations and the use of the service for illegal activity may result in immediate dismissal with illegal activity being reported to the police. Illegal material includes, but is not limited to, sending or receiving material relating to pornography, terrorism, incitement to racial harassment, stalking, and sexual harassment. 

You must not use the CRGPA e-mail system for commercial gain which includes, but is not limited to, unsolicited marketing, advertising and the selling of goods or services.

You must not attempt to interfere with technical components in any way, and you must ensure that your system password is always kept confidential. Where you have reason to believe someone has accessed your e-mail account, you must immediately notify the IT helpdesk and report the incident on Datix. You will never be asked for your password by the IT service. Do not give out this information to anyone, even if asked.

You should not use the CRGPA e-mail system in public areas where the contents of the business e-mails may be visible to members of the public.

You must not use the Organisation e-mail service to harass other users, members of the public or groups by sending persistent emails to individuals or distribution lists.

It is your responsibility to check that you are sending email to the correct recipient, as there may be more than one person with the same name using the service. Always check that you have the correct email address for the person you wish to send to.

Email is admissible as evidence in a court of law and messages can be classified as legal documents. Internal emails may also need to be disclosed under the Freedom of Information Act 2000 and the Data Protection Act 2018. Emails should be treated like any other communication and care should be taken to ensure that content is accurate, and the tone is appropriate.

CRGPA is entitled to seek access to the contents of your mailbox, sent/received messages or other audit data as required, to support information governance processes and without your prior consent.

NHS mail may be used to transfer confidential information to other secure e-mail addresses such as:
· NHS Mail addresses
· Government secure email domains
· Police National Network/Criminal Justice Services
· Ministry of Defense secure email domains
· Local Government/Social Services secure email domains

Caldicott and Information Governance principles should apply whenever confidential information is exchanged. You must not hold confidential information in your calendar if this may be accessed by other people.

You must always ensure that you have the correct contact details for the person that you are sending the information to. If it is likely that you may be sent confidential information, you must ensure that the data is protected when received. You should only access your e-mail account from secure, encrypted devices which are password protected and unattended devices must be locked to ensure that data is protected in the event of the device being lost or stolen.


	6.7
	Acceptable use of the Internet & Social Media

You must not attempt to access, view, download or save any defamatory, offensive, obscene or indecent messages, images, data or other materials such as, but not limited to, images of nudity, racist or sexist material, violent images, and incitement to criminal behaviour.

Only social media sites that have been authorised and enabled by CRGPA shall be accessed via any organisational IT or staff personal computer-based items, including via CRGPA issued smartphones.
Once information has been published on the internet it is no longer considered to be private and thus the employee will be held accountable for any information posted which is challenged on the basis that it compromises themselves, their colleagues or CRGPA.
Employees should also be mindful that connections could be made by members of the public between their making personal use of one site (such as Facebook) and identifying themselves as an employee of CRGPA on another (such as LinkedIn for example), particularly if both sites identify them by a photograph or some other unique personal data.
It is important to note that messaging services such as WhatsApp and Facebook Messenger also fall in the realms of social media and are therefore covered by this policy.
It should therefore never be assumed that something being posted on a social media site is private and cannot be viewed by others.
Within social media sites, individuals can choose to post comments, pictures or phrases to which other individuals can indicate their support or agreement to by clicking the ‘like’ button or by “sharing” on Facebook or on X for example. This action is seen to be attaching the employee’s name and implied support to the material. This can be seen as being equivalent to posting the comment originally and therefore this action may also bring the employee’s conduct into question.
Personal social media accounts must not be accessed during the working day on CRPGA computer equipment. Photographs taken within CRGPA premises must not be published on the Internet without the explicit consent of the organisation. Photographic images of staff or service users must not be posted on Internet sites without their explicit consent. The content of photographic images must not contravene decency nor be defamatory in content.
While using social networking sites in a personal capacity and not acting on behalf of CRGPA it should still be recognised that employees’ actions can damage our reputation. All communications that are made, even in a personal capacity must not:
· Transmitting confidential information data using social media.
· Breaching data protection laws or patient confidentiality.
· Publishing images or text that might be considered as harassment or are discriminatory, offensive or abusive. This includes the promotion of discrimination based on factors such as race, sex, religion, nationality, disability, sexual orientation or age. 
· Publishing images or text that might be considered threatening, abusive, hateful or inflammatory, which constitutes an invasion of privacy, or causes annoyance, inconvenience or needless anxiety or which promotes violence.
· Doing anything that may be considered discriminatory against, libelous or bullying and/or harassment of any individual. 
· Publishing images or text that advocate, promote or assist in any unlawful act or any illegal activity. 
· Deliberately impersonating any person or misrepresenting your identity or affiliation with any person. 
· Promoting personal financial interests or commercial ventures to secure personal advantage. 
· Providing links to websites of a violent, obscene or offensive nature or which contain any content that can be construed as violating any of the above guidelines. 
· Making any discriminatory, disparaging, defamatory or harassing comments or otherwise engaging in any conduct prohibited by the organisation’s policies. 
· Making slanderous, defamatory, false, obscene, indecent, lewd, pornographic, violent, abusive, insulting, threatening or harassing images or comments.

CRGPA reserves the right to monitor employees’ internet use on any organisational device, in line with the information technology (IT) security policy. Any data obtained about an employee’s internet use may therefore form part of an employment investigation under the disciplinary policy and counter fraud, bribery and corruption policy.

If concerns are raised with the organisation by another employee or member of the public about the online behaviour of any employee, CRGPA will be required to investigate this. CRGPA may therefore obtain copies of data posted on social media, and these may be kept electronically or in hard copy in line with the organisation’s policies.

	6.8
	Security & Management of Instant Messaging (SMS/Text Message/WhatsApp)

Staff that are employed by CRGPA are expected to be in the relevant staff group on WhatsApp. In the event that a staff member does not have or do not use a mobile phone, alternative methods will be considered.

Staff will be added to the WhatsApp group once they have commenced their employment/contract with CRGPA.

Staff can request further information on the process, for their staff group by contacting their line manager.

It is the right, as owner of the group, for CRGPA to remove members as appropriate without notice.

Where a message asks for a positive response e.g. “Who is available?” staff should not reply in the negative. Staff should only respond if they are able to attend what is required.

With large numbers of people within the group it is best practice to only send, relevant succinct responses to reduce impact on staff reading lots of messages.

The WhatsApp groups MUST NOT be used to share any posts that include racism, sexism, xenophobia, homophobia, transphobia, ethnically divisive remarks.  Any messages that breach the Equality Act will lead to an investigation and a formal disciplinary action being taken.

If staff have grievances with the content of the group this should be raised with their line manager in the first instance, and any pursuit of inappropriate communications will result in formal disciplinary actions.

Patient identifiable information is protected by law, Data Protection Act 2018, GDPR, which prohibits the exchange of patient identifiable information outside of secure, approved networks. The use of WhatsApp for such purpose is strictly prohibited and will result in disciplinary action being taken and possible action by the Information Commissioners Office which carries a personal fine for proven breaches.

Sending photographs is prohibited, the exception to this is if a member of staff is experiencing an IT issue and to provide swift resolution a CRGPA colleague requests a photo. This must not be sent to the WhatsApp group but via individual messages between the affected member of staff and an approved CRGPA colleague on a work phone. Any photographs sent outside of this may lead to formal disciplinary action.

If staff are running late or unable to work their shift they must post in their relevant staff group, as soon as it is legal, safe and practically possible, so that CRGPA can ensure the message is seen and affected staff informed via their relevant staff group and appropriate actions are taken to prevent any disruptions to services.

WhatsApp messaging must not be used to raise concerns about any individual’s professional practice.  Any concerns should be raised directly with the individual’s line manager.

Responses to messages will be placed in the relevant staff group message so other CRGPA staff are aware that a colleague is responding to avoid duplication.

Messages must not be copied, forwarded, screenshot or shared outside of the WhatsApp group without permission, except as evidence in formal disciplinary proceedings.

Prior to posting in the WhatsApp group staff should ask:
Is this relevant?
Is this necessary?
Is this a good time to post? 

Staff must not change the name of the groups, these are managed by CRGPA

Staff must not send SMS/text messages that may embarrass or cause distress to the recipient. To avoid misinterpretation users should not use ‘text speak’, abbreviations or acronyms in messages to the public.


	6.9
	Security and Management of Remote Access & Home Working

Remote and home working must be authorised by line managers and staff who are authorised to work from home or through remote access must ensure that the security of CRGPA networks and the confidentiality of the information they contain is protected at all times. 

Equipment such as laptops must be kept physically secure in both onsite and offsite locations.  Staff must not provide access to CRGPA Laptops or mobile phones to family members or other unauthorised individuals.

Person identifiable or sensitive information must not be transferred to equipment that is not owned or managed by CRGPA. 


	6.10
	Security & Management of Organisational Electronic Systems

Access to CRGPA electronic systems must be controlled to avoid inappropriate access and use. Electronic office systems include calendar systems such as Microsoft packages, clinical systems and folders set up on the local secure drive. To ensure access to such systems is appropriate and controlled the following controls should be applied: 

· Line Managers must authorise access to the CRGPA network for new users.
· Users are responsible along with line management for controlling delegate access to their calendar, email, and other similar functions. Delegate access should be provided on a need-to-know basis. 
· CRGPA provides a secure infrastructure which allows staff to save files/documents to a secure shared network drive. The secure networks drives are backed up daily to ensure the business continuity of CRGPA.  
· Staff must under no circumstances save person identifiable, sensitive information or business information to the local L-drive or desktops. 
· Staff wishing to set up databases of personal or sensitive information must seek the prior authorisation of the Senior Information Risk Owner (SIRO). Users of database tools will require authorisation for the development of appropriate databases.
· Departmental Managers will approve access to shared network drives/folders. The IT Service will provide access to users through the provision of usernames and passwords.
· CRGPA will ensure that access is removed or changed for users who leave the organisation or change job role.
· Users are responsible for deleting files when no longer required and keeping folder up to date.


	6.11
	Security & Management of Portable/Removable Media

Removable media should not be considered an appropriate format to store or transfer person identifiable/sensitive information. Removable media is vulnerable to loss, theft and corruption and should not be used to transfer such information where other more appropriate methods are available. The CRGPA Network should be considered the primary area for the long/short term storage of information as it is backed up on a daily basis. 


	6.12
	Acceptable Use of Artificial Intelligence

Artificial Intelligence (AI) is advancing at phenomenal speed. Its use is widespread within applications and is becoming embedded in much of our daily lives.

AI has the potential to increase capacity and improve decision making within existing resources, enabling staff to deliver higher-quality outputs and productivity. For staff, AI reduces burnout by streamlining workflows and reducing the burden of routine tasks.

Non-Clinical Use of AI
Currently, the only online AI tool that has been approve for non-clinical NHS use is Microsoft 365 Co-Pilot. CRGPA advises staff to exercise with caution when using freely available AI software, such as ChatGPT. Whilst such tools can provide useful supplementary insights or background information, they should not be relied upon as the primary or sole source of information, as these tools may generate inaccurate, biased, or misleading outputs. Confidential information should not be uploaded to AI tools.

Due to the higher risk to the business and others of using generative AI for these activities, you are strictly prohibited from using generative AI to:

· Carry out any task that has legal and/or financial consequences for the business or third parties, such as for drafting contractual documents or correspondence, or other legal documents.
· Make decisions regarding employees, such as carrying out any part of a grievance and/or disciplinary procedure, or in task allocation or performance management, or for any other decisions in relation to employees or when recruiting staff.
· Carry out any task that requires you to input the business’s confidential information and/or personal data of employees, clients, customers or other third parties.
· Produce external communications (e.g., press statements, public announcements, marketing materials) without appropriate human review and approval. 
· Translate, summarise or process highly sensitive information (e.g., medical records, safeguarding notes, HR files) unless an approved secure tool is in place.
Use of Clinical AI systems

CRGPA may approve specific AI systems for operational and clinical purposes such as AI transcription for consultation or AI triage, following completion of Governance approvals. Clinicians and staff remain professionally accountable for any decisions made and records created

A Data Protection Impact Assessment (DPIA), Data Processing Agreements (DPA), and Data Sharing Agreements (DSA) must be completed, as appropriate, before any AI system is implemented. Any ethical concerns, biases, and societal impacts associated with AI deployment must be documented and addressed during the DPIA.

Consult with the Medical Director before any AI procurement and implementation process.
 
Consider the risks outlined in the ICO’s AI Toolkit (Appendix 1) to reduce data protection risks associated with AI.

Ensure compliance with Article 22 of the UK General Data Protection Regulation (GDPR) (Appendix 2), which grants individuals the right not to be subject to automated decision making.

AI outputs must be reviewed by a qualified human before any decision-making is finalised.

	16.3
	Audio, Visual Recordings and Photography

The organisation recognises that audio recordings, video recordings, photographs and other visual images may be used for legitimate clinical, training, educational, governance, quality assurance and business purposes. Any recording activity undertaken by users must be lawful, necessary, proportionate and compliant with data protection legislation, confidentiality requirements and organisational policies.

Users must respect the privacy, dignity and confidentiality of patients, staff, visitors and other individuals at all times. Any audio, video or photographic recording must only be undertaken for an authorised organisational purpose and, where required, with appropriate consent and a lawful basis for processing. Consent for clinical recordings should be obtained in accordance with organisational procedures and recorded appropriately.

Personal devices must not be used to create, store, transmit or share recordings containing confidential, personal or sensitive information unless specifically authorised by the organisation. Recordings must only be stored on approved organisational systems and must not be retained within personal email accounts, personal cloud storage platforms, messaging applications or unauthorised devices. Images or recordings received from patients as part of remote consultations must be transferred to, and stored within, approved organisational systems and must not be retained on personal devices.

Users must not take photographs, videos, screen captures or audio recordings within patient care areas, offices, meetings or other work environments unless authorised and compliant with organisational requirements. Unauthorised sharing, publication or distribution of recordings through social media, websites, messaging platforms or any other external channel is strictly prohibited.

The use of smart devices, wearable technology and other equipment capable of recording, transmitting or storing audio, video or images must not compromise patient confidentiality, information security or professional standards. Devices with covert recording capabilities must not be used within the workplace unless expressly authorised under exceptional circumstances and in accordance with legal and organisational requirements.

Remote consultations should only be conducted where clinically appropriate. Where intimate examinations or images are required, users must consider whether a face-to-face consultation or onward referral would be more appropriate. Any images or recordings obtained during remote consultations must be handled securely and in accordance with information governance requirements.

The organisation may record telephone calls, meetings, consultations or other interactions for purposes including patient care, staff training, quality assurance, safety, governance, complaint investigation and evidential requirements. Such recordings will be managed in accordance with relevant legislation, records management requirements and organisational policies.
Any loss, unauthorised disclosure, misuse or suspected breach involving audio recordings, video recordings, photographs or other images must be reported immediately through the organisation’s information governance and incident reporting procedures. Failure to comply with this section may result in disciplinary action and, where appropriate, referral to regulatory bodies or enforcement authorities.


	6.14
	Digital Inclusion

The organisation is committed to ensuring that the use of digital technologies supports equitable access to healthcare services and does not create barriers for patients, carers, service users or staff. Users must recognise that while digital services such as online consultations, the NHS App, patient portals, text messaging, video consultations and online forms can improve access and efficiency, not everyone has the ability, confidence, equipment, connectivity or skills required to use these services effectively.

When using digital systems and services, users must consider the needs of individuals who may be at greater risk of digital exclusion, including older people, those with disabilities or long-term conditions, people experiencing social or economic disadvantage, those living in areas with poor digital connectivity, and individuals who may have limited English language proficiency or low digital literacy.

Users must ensure that digital services are delivered in an inclusive, accessible and person-centred manner. Where a patient or service user is unable or unwilling to access a digital service, suitable alternative methods of communication and access must be available wherever appropriate, including telephone, written correspondence or face-to-face interactions. No individual should be disadvantaged or denied appropriate access to services solely because of digital exclusion.

Staff should remain alert to signs that a patient may be experiencing digital barriers and, where appropriate, provide information, guidance or signposting to available support services. Patients identified as requiring additional assistance should be directed to the organisation’s Digital Inclusion Champion or other appropriate support arrangements.

The organisation supports the principles of digital inclusion by promoting access to digital services, improving awareness and confidence in digital healthcare, supporting accessibility requirements, and working collaboratively with partner organisations to reduce health inequalities associated with digital exclusion. All users are expected to contribute to these objectives by ensuring digital technologies are used in a fair, accessible and inclusive manner that promotes equal access to healthcare and organisational services.


	6.153
	Copyright

Employees must take reasonable steps to comply with applicable copyright and intellectual property laws when using generative AI tools. As the legal position/laws relating to AI-generated content continues to develop, there is a risk that AI outputs may resemble or be derived from existing copyrighted works. 

To reduce the risk of infringement, employees must not: 

· Present generative AI outputs as original work where they are materially similar to identifiable copyrighted sources.
· Copy, reproduce, or distribute AI-generated content that is known or reasonably suspected to infringe third-party intellectual property rights.
· Use generative AI to intentionally replicate the style, structure, or content of specific copyrighted works or identifiable creators for work-related outputs.

Where generative AI is used to assist with drafting or ideation, outputs must be reviewed, edited, and validated by a human before use.





	[bookmark: _Toc40278337]Consultation

	7.1
	CRGPA Staff will have the opportunity to comment on any drafts and/or amendments to this policy via Practice Index before presentation at Policy Review Group.



	[bookmark: _Toc40278338]Implementation

	8.1
	This Policy will be available to all persons working for CRGPA.  An electronic copy will be available on CRGPA’s Practice Index.  

	8.2
	This policy will be implemented through application of the policy in practice.



	[bookmark: _Toc40278339]Training and Support 

	9.1
	All employees will be offered relevant training commensurate with their duties and responsibilities. Employees requiring support should speak to their line manager in the first instance. Support may also be obtained through Human Resources.



	[bookmark: _Toc40278340]Review 

	10.1
	This policy will be reviewed every three years by the Policy lead and in accordance with the following on an as and when required basis:

· Legislatives changes
· Good practice guidelines
· Case Law
· Significant incidents reported
· New vulnerabilities identified
· Changes to organisational infrastructure
· Changes in practice



	[bookmark: _Toc40278341]Monitoring and Compliance

	11.1
	Monitoring and review of legislative changes and national/local developments which may impact on the content of this policy will be the responsibility of the Policy author and/or Policy Owner.

Where any changes are required the Policy Author and/or Owner will be required to amend the policy and arrange for its presentation at the next available Policy Review Group for review and ratification. 

Compliance with this policy will be reviewed annually, on the anniversary of the policy ratification date.



	[bookmark: _Toc40278342]Version Control

	
	
	Version
	Date
	Author
(name and Designation)
	Comments

	V1.0
	23/12/2025



03/07/2026



05/07/2026
	Hollie Chaplin, Governance Assistant

Hollie Chaplin, Governance Assistant

Sarah Forsyth, CNO/COO

	Created



Added in section for use of Audio, Visual and Photography and Digital Inclusion
Reviewed

	
	
	
	






	[bookmark: _Toc40278343]Equality Impact Assessment

	13.1
	As part of its development, this procedural document and its impact on staff, patients and the public has been reviewed in line with Coventry & Rugby GP Alliance’s Equality Duties.  The purpose of the assessment is to identify and if possible remove any disproportionate adverse impact on employees, patients and the public on the grounds of the protected characteristics under the Equality Act.
 



	[bookmark: _Toc424980679]	
	Yes/No
	Comments

	1.
	Does the document affect one group more or less favourably than another based on:-

	
	Race
	No
	

	
	Religion/Religious Belief
	No
	

	
	Gender 
	No
	

	
	Gender Reassignment
	No
	

	
	Sexual Orientation
	No
	

	
	Age
	No
	

	
	Any Form of Disability, impairment or mental health problems
	No
	

	
	Marriage and civil partnership
	No 
	

	
	Pregnancy/Maternity
	No
	

	2.
	Is there any evidence that any groups are affected differently?
	No
	

	3.
	If any potential discrimination has been identified, are there any valid, legal or justifiable reasons?
	NA
	

	4.
	Could the document have a negative impact?
	No
	

	
	If so, can the impact be avoided/reduced?
	NA
	

	
	If not, what alternative is there to achieving the document without the negative impact?
	NA
	

	5.
	Name and Designation of 3 staff members who have contributed to or considered this assessment 
	
	Hollie Chaplin
Anita Wilson
Sarah Forsyth

	6.
	Date of Assessment
	
	24/02/2026




	13.2
	 Any potential discriminatory impact which has been identified must be referred back to the author of the document for consideration of additional actions to reduce or remove the potential discriminatory impact.
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Appendix 1
AI and data protection risk toolkit | ICO

Appendix 2
Art. 22 GDPR – Automated individual decision-making, including profiling - General Data Protection Regulation (GDPR)
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